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Abstract. A mobile ad hoc network (MANET) is formed by a group of mobile
wireless nodes, each of which functions as a router and agreforward packets
for others. Many routing protocols (e.g., AODV, DSDV, etayd been proposed
for MANETS. However, most assume that nodes are trustwarttyooperative.
Thus, they are vulnerable to a variety of attacks. We pro@osecure routing
protocol based on DSDV, namely S-DSDV, in which, a well-betianode can
successfully detect a malicious routing update with anyieege number fraud
(larger or smaller) and any distance fraud (shorter, same|amger) provided
no two nodes are in collusion. We compare security propedied efficiency of
S-DSDV with superSEAD. Our efficiency analysis shows tix$BY generates
high network overhead, however, which can be reduced bygeoabile parame-
ters. We believe that the S-DSDV overhead is justified byrthareed security.
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1 Introduction

A MANET is formed by a group of wireless nodes, each of whichfquens routing
functions and forwards packets for others. No fixed infredtire (i.e., access point)
is required, and wireless nodes are free to move around. Al fixiastructure can
be expensive, time consuming, or impractical. Another athge of MANETS is the
expansion of communication distance. In an infrastructireless network, nodes are
restricted to move within the transmission range of accesgf Ad hoc networks relax
this restriction by cooperative routing protocols wherergnnode forwards packets for
the rest of the nodes in the network. Potential applicataingireless ad hoc networks
include military battle field, emergency rescue, campugaging, etc.

Wireless ad hoc networks face all the security threats oélimie network routing
infrastructures, as well as new threats due to the fact tbailmnodes have constrained
resources (e.g., CPU, memory, network bandwidth, etc) laridphysical protection.
One critical threat faced by most routing protocols is thaingle misbehaving router
may completely disrupt routing operations by spreadingdtdent routing informa-
tion since a trustworthy and cooperative environment isroéissumed. Consequences
include, but are not limited to: 1) packets may not be abletxh their ultimate desti-
nations; 2) packets may be routed to their ultimate destinabver non-optimal routes;
3) packets may be routed over a route in the control of an adwer
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Many mechanisms [20,19, 1,6,18,17] have been proposedefarriang routing
protocols by providing security services, e.g., entitthautication and data integrity, or
by detecting forwarding level misbehaviors [11, 9]. Howeweost do not validate the
factual correctness of routing updates. One notable pobtecsuperSEAD proposed
by Hu, et al [7, 8]. SuperSEAD is based on the Destinationd8rged Distance Vector
(DSDV) routing protocol [13], and uses efficient cryptognapmechanisms, includ-
ing one-way hash chains and authentication trees, for atitia¢ing sequence numbers
and distances of advertised routes. SuperSEAD can preveigteehaving node from
advertising a route with 1) a sequence number larger tharoleeit received most
recently {arger sequence number fraydand 2) a distance shorter than the one it re-
ceived most recentlysborter distance fraudor the same as the one it received most
recently 6ame distance frajdHowever, superSEAD does not prevent a misbehaving
node from advertising a route with 1) a sequence number enthn any one it has
received $maller sequence number fraudr 2) a distance longer than any one it has
received [onger distance fraud Another disadvantage is that it assumes the cost of a
network link is one hop, limiting its applicability. For exeple, it may not applicable to
a DV which uses network bandwidth as a parameter for comgutist metrics.

1.1 Problems Addressed and Results

Smaller sequence number and longer distance frauds cheatite the routing pro-
tocol specifications, and can be used for non-benevolemoses (e.g., selfishness).
Although the damage they can cause has been thought lesssstivan those of larger
sequence number fraud or shorter distance fraud, we beleyestill need to be ad-
dressed for many reasons. Two of them are as follows: 1) taeybe used by selfish
nodes to avoid forwarding traffic, thus detecting thesedsamould significantly reduce
the means of being selfish; 2) it is always desirable to detegiviolation of protocol
specifications even though its damage may remain unclebeqrbbability of such vi-
olation seems low. Past experience has shown that todays security vulnerabilities
can often be exploited to launch serious attacks and to araseatic damages in the
future. For example, a vulnerability of TCP sequence numbediction was discussed
as early as 1989 [3], but was widely thought to be very diffitmkexploit given the ex-
tremely low probability 232) of guessing a correct sequence number. It did not attract
much attention until April 2004 when a technique was discegavhich takes less time
to predict a correct TCP sequence number.

In this paper, we propose the useaoinsistency checks detect sequence number
frauds and distance frauds in DSDV. Our protocol, namelySPW, has the following
security properties, provided that no two nodes are in s 1) detection of any
distance fraud (longer, same, or shorter); 2) detectionotii karger and smaller se-
guence number fraud. One notable feature of S-DSDV is thaskhehaving node sur-
rounded by well-behaved nodes can be contained. Thus,forisiation can be stopped
in the first place before it spreads into a network. Our efficjeanalysis shows that
S-DSDV-R, a variation of S-DSDV with a similar risk window sfiperSEAD, offers
better security than superSEAD with less network overhead.

The sequel is organized as follows. Section 2 provides brackgl information of
distance vector routing protocol and DSDV. Section 3 presewerview and security



analysis of SEAD. A threat model is discussed in Section BSBYV is presented in
Section 5 and analyzed in Section 6. Efficiency of S-DSDV isipared with super-
SEAD by analysis and simulation in Section 7. We concludeptiqger in Section 8.

2 Background

In this section, we provide background information for siengistance vector routing
protocols and DSDV [13]. Readers familiar with these topias skip this section. We
useG = (V, E) to represent a network wheveis a set of nodes anfl is a set of links.
A distance vector route may consist of some of the followietf: seq - a sequence
numberidst - a destination node;st - a cost metric or distancehp - a next hop node;
aut - an authentication value.

2.1 Distance Vector Routing Protocols

In a traditional DV algorithm, each nodg € V maintains a cost metric or a distance
for each destination nodg in a network. Letl* (v;, v;) be the distance from; to v; at
timet. Initially or at time 0O,

0 ifv,=uv;
do(viavj) = {oo if v; 7£ U;‘

Suppose at time 1, each nogddearns all of its direct neighbors (denoted 8y, ))
by some mechanisms, e.g., receiving a special messagevfromay confirmuv; as a
direct neighbor. Suppose each nagealso knows the distance to each of its direct
neighborsy; € N (v;), which can be the cost of the edge linkingandv;, ¢(v;, v;). At
time 1, nodey;’s routing table can be illustrated as:

0 if Vi = V5
d* (vi,vj) = { c(vi,v;) if v; € N(v;)
00 if v; # v; andv; & N (v;)

Each node broadcasts its routing table to all of its direghitgors periodically or
when a distance changes. At tirhey; receives routing updates from each of its direct
neighbors, and updates the distancetadn its routing table with the shortest of all
known distances to,. Thus, at time + 1,

d (v, vr) = min {d (v, v8) + c(vi,v)}
v; €N (vy)

The advantages of DV routing protocols include: simplicioyv storage require-
ment, and ease of implementation. However, they are sutgjeshort or long alive
routing loops. Routing loops are primarily caused by thétlaat selection of next hops
is made in a distributed fashion based on partial and pgssiihle information. Routing
loops can be manifested during routing updates propaghsighe problem of count-
to-infinity [10]. To mitigate this problem, several mechams can be used: 1) limiting
the maximum network diameter to kniited network boundalythus, the problem of
count-to-infinity becomes count-to-k; 2) not advertisingpate back to the node this
route is learned fromsplit-horizor); 3) advertising a infinite route back to the node this
route is learned fromsplit-horizon with poisoned reverse



2.2 DSDV

DSDV [13] is a routing protocol based on a DV approach, sp=adlfi designed for
MANETSs. DSDV solves the problem of routing loops and couwntrfinity by associat-
ing each route entry with a sequence number indicatingétshiness. The split-horizon
mechanism is not applicable to MANETSs due to their broadnasire. In a wireline
network, a node can decide over which link (or to which nodejuaing update will be
sent. However, in a wireless ad hoc network, a routing updatansmitted by broad-
cast and can be received by any wireless node within thertrige®n range. Thus, it is
impossible to selectively decide which nodes to receivausimg update.

In DSDV, a sequence number is linked to a destination nod# uanally is orig-
inated by that node (the owner). The only case that a non-onoge updates a se-
guence number of a route is when it detects a link break orrdlidé. An owner node
always uses even-numbers as sequence numbers, and a nenrmle always uses
odd-numbers. With the addition of sequence numbers, rdatdbe same destination
are selected based on the following rules: 1) a route withveeneequence number is
preferred; 2) in the case that two routes have a same sequamnd#er, the one with a
better cost metric is preferred.

2.3 Security Threats to DSDV

DSDV guarantees all routes are loop free. However, it assuhe all nodes are trust-
worthy and cooperative. Thus, a single misbehaving node lmeagble to completely
disrupt the routing operation of a whole network. We focuswem serious threats - the
manipulation of sequence numbers and the manipulationsifroetrics. Specifically,

a misbehaving node can poison other nodes’ routing tablefexst routing operations
by advertising routes with fraudulent sequence numberssirraetrics.

To protect a routing update message against malicious roatiifin, public key
based digital signatures may be helpful. For examplesends to; a routing update
signed withv;’s private key.v; can verify the authenticity of the routing update using
v;'s public key. However, digital signatures cannot prevemiadicious entity with legit-
imate keying materials from advertising false informaffery., false sequence numbers
or distances). In other words, message authenticatiorot@uarantee the factual cor-
rectness of a routing update. For example, wheadvertises ta; a route forvg with
a distance of 2y; is supposed to re-advertise that route with a distance oit3sithe
best route tay; known bywv;. However,u; can advertise that route with any distance
value without being detected by a message authenticatichaném.

3 SEAD Review

Hu, et al [7, 8] made a first attempt to authenticate the factiaectness of routing up-
dates using one-way hash chains. Their proposal, based bW B&d called SEAD [7],
can prevent a malicious node from increasing a sequenceerunlgecreasing a dis-
tance of an advertised route. In the above exampleannot successfully re-advertise
the route with a distance shorter than 2. However, SEAD capraventv; from ad-
vertising a distance of 2 or longer (e.g., 4). In SuperSEA] 8y proposed to use
combinations of one-way hash chains and authenticati@s ti@ force a node to in-
crease the distance of an advertised route when it re-ask®that routing update. In



the above example, cannot advertise a distance of 2. Howevegris free to advertise
a distance longer than 3.

We describe SEAD in the remainder of this section. Due toespanitation, we omit
description of SuperSEAD since it involves complex usagauthentication trees. We
give a brief introduction of one-way hash chains, then piewan overview of SEAD,
including its assumptions, protocol details, securitypamies, and some limitations.

3.1 One-Way Hash Chains

A one way hash functiom;(), is a function such that for each inputit is easy to
computey = h(x), but giveny andh() it is computationally infeasible to compute
such thaty = h(x) [12]. A one way hash chain of a length denoted byhc(x, n),
can be constructed by applyihg) on a seed value iterativelyn times, i.e.h'(z) =
h(hi=1(x)) fori > 2. Thus,he(z,n) = (h(z), h?(z),...,h"(z)). One property of one
way hash chain is that giveif (z), k7 (z) € he(z,n) andi < j, it is easy to compute
hi(z) from hi(z), i.e., h?(z) = h~%(hi(z)), but it is computationally infeasible to
computeh’(z) from b (z).

3.2 Assumptions

As any other secure routing protocol, SEAD requires cryfaphic secrets for entity
and message authentication. Public key infrastructuraionpgise shared keys can meet
such requirement. Other key establishment mechanismdsab@used. For simplic-
ity, we assume that each nodg)(has a pair of public keyl(,,) and private key §,,).
Each node’s public key is certified by an central authorigted by every node in the
network. To minimize computational overhead, every node aktablishes a different
secret key shared with every other node in the network. Aes&ely shared between
andv; is denoted,, ;.

A networkdiameter &, is defined as the maximum distance between any two nodes
in the network. Given a netwoik = (V, E), k = max{d(u,v)|u,v € V}. Itwould be
ideal if a routing protocol can scale to any network withootibdary limitation. How-
ever, a DV routing protocol is usually used in a small or meudgize network. Thus, it
is realistic for a DV routing protocol to assume a maximunwuek diameteik,, (e.g.,
k. = 15 in RIP [10]). Nodes locatefl,,, hops away are treated as unreachable.

3.3 Review of SEAD Protocol Details

SEAD authenticates the sequence number and the distanceud€avith an authentica-
tion value which is an element of a hash chain. To advertisa@r.,, (vq4, seq, d(v;, va)),
v; needs to include an authentication valug(r,,) to allow a recipient to verify the
correctness of,,. The following is a summary of how SEAD works:

1. Lets,, be the maximum sequence number; € V, v; constructs a hash chain
from a secretr;, hey, (zi,n + 1) = (ht(z;), h?(x), ..., A" (z;)). We assume
n = s, - ky, for the sake of simplicity. Arrangéc,, (z;,n + 1), or simply hc,,,
into s,,, groups ofk,,, elements. The last elemet*!(x;) is not in any group and
is referred as thanchorof hc,,. Each group is assigned an integer in the range
[0, k., — 1] as its index. We number the groups from right to left (FiguyeThe
hash elements within a group are numbered from left to ritgrting from0 to



grp_idx=k -1 grp idx=k -2 grp_idx = 0

Fig. 1. A hash chain is arranged into groupskef elements.

k., — 1. This way, each hash elemdhit(x;) can be uniquely located withihc,,
by two numbers:, b, wherea is the index of the group which’(z;) is in andb
is the index of the element within the group. We tss, [a, b] to represent’ (z;),
wherej = (s, — a) - km + b+ 1.

2. Yu; € V, v; makesh" ! (z;) accessible to every other node in the network. Many
methods can be used. For examplegan publishh™"*1(z;) in a central directory,
signing it withv;’s private key. Another method is to broadcast to the whole ne
work A+ (z;) along withv;’s digital signature. The result is that every node in the
network has a copy of"*!(z;) and can trust that it is the anchor value of a hash
chain constructed by;.

3. Yu; € V, v; advertises a route,, for v, with a distance ofd and a sequence
number ofs, r,, = (vg, s,d). To supportr,,, v; includes an authentication value
aut = hey, [s, d] with r,, .

‘ N [ hey,[s,0] if v = v,
v; — N(v;) : 7o, (Vk, 8, d, aut), aut = {hC% is,d] if v # v;

4. Upon receiving an advertised routg (v, s, d, aut), v; validatesi ands using the

one-way hash chain. We know thatt should behcvk [s,d], or B{m =) km A+ (.
Given the anchor ohc,, = h'(x) = ki =+ it is easy to confirm if
aut = hey, [s, d] by applyingh() on aut for z times, wherer = (s, -k + 1) —
[(sm — 8) - km +d+ 1] = s - ky, — d. If aut = hey, [s, d], thenr,, (vg, s, d, aut)

is treated valid. Otherwise, invalid. In the former casg,is used to update the
existing route inv;’s routing table forvy, let's sayr,, (vx, s',d’, aut’) if 1) s > &'
or2)s = s’ andd < d'. In either cased’, s’ andaut’ are replaced withl + 1, s
andh(aut) respectively.

3.4 Security Analysis of SEAD
SEAD has a number of desirable security properties (Table 1)

1. Data origin authentication and data integrity.

2. Sequence number authentication. Provided that no twesae in collusion, a bad
node cannot corrupt another routing table by advertisinguder with a sequence
number greater than the latest one originated by the déistinaf that route.

3. Cost metric authentication. Provided there are no twesdaucollusion, a bad node
cannot corrupt another node’s routing table by advertisimgute with a distance
shorter than the one it learns from one of its neighbors.



4. Partially Resilient to collusion. Given a group of colingl nodes, the shortest dis-
tance they can claim to a destinatiorwithout being detected is the shortest dis-
tance from any node in the colluding groupatoFor example, ifu, v are in col-
lusion, andu, v are 3 and 5 hops away fromrespectively. The shortest distance
to « which v andv can claim is 3-hop. Thus, we say that SEAD partially resists
collusion since colluding nodes are unable to arbitraglgify a distance.

Security Property SEAD|superSEADS-DSDV|
Data Integrity v v v
Data Origin Authentication v v v
Destination Authentication v v v
Sequence Number Authenticatjomarger v v v
smaller x X v
Cost Metric Authentication longer  x X v
same X v v
shorter v v v
Resisting to 2-node collusion o o X

Table 1. Security Comparison of SEAD, superSEAD, and S-DSDY : not supportedp -
partially supportedy” - fully supported;

Despite its distinguishable security properties, SEADdw@se limitations.

1. Vulnerable to longer distance fraud frauédh misbehaving node can advertise a
route with a distance longer than the actual distance ofthdae without being de-
tected. For example, a nodecated: hops away frony can successfully advertise
a route forj with a distancel > k. This is possible becausdas received* ! ()
and can compute it forward to obtairf() to authenticate distanee

2. Vulnerable to lower sequence number fraAdnisbehaving nodécan advertise a
sequence number lower than the one it receives. Thusy be able to advertise a
shorter distance route by lowering its sequence number.

3. A risk window SEAD has a risk window of,, which is the interval of periodic
routing updates. For example, a nadehich had beerk hops away fromj can
still claim that distance when it actually has moved furtay from; sincei has
the authentication value® () to supportits claim. Such claim would continue being
valid until a victim receives a route fgrfrom other nodes with a newer sequence
number. Although such risk window is usually short (e.g.s&Bonds in SEAD), it
is still desirable to minimize it.

4 A Threat Model for Routing Protocols

A routing protocol faces many threats. In this section, wecdés these threats and
identify those of our interest.

4.1 Threat Targets

The primary objective of network layer is to provide routfagctionality to allow non-
directly connected nodes to communicate with each otheus,Tiwvo fundamental func-
tions are required for a router: (1) Establishing valid esufusually stored in a routing



table) to destinations in a network. Automatic mechanisondtiilding and updating

routing tables are often referred to as route propagaticchar@sms or routing proto-
cols. (2) Routing datagrams to next hops leading to theimalie destinations. Such
function is often referred to as routing algorithms. Exaemgluting strategies include,
but are not limited to: a) routing datagrams to a default\gaye b) routing datagrams
over shortest paths; c) routing datagrams equally overipheijpaths; d) policy routing;

e) stochastic routing.

Although these two functions are equally important and loletberve attentions, this
paper only considers threats against automatic route getigen mechanisms, specifi-
cally, DSDV. A routing protocol is usually built upon othergtocols (e.g., IP, TCP, or
UDP). Thus, it is vulnerable to all the threats against itdartying protocols (e.g., IP
spoofing). In this paper, we do not consider threats agairdstneath protocols. How-
ever, some of these threats can be mitigated by proposetbgrgphic mechanisms.

4.2 Threat Sources

Generic Threats Addressed
In a wireline network, by S-DSDV?
threats can be from a net- Deliberate Exposure X
work node or a network Sniffing X
link (i.e., under the control Traffic Analysis X
of an attacker). Attacks Byzantine Failures ©
from a controlled link in- In(t)erfelren(;:e j
clude modification, dele- FalsT overoad
. . . alsification by Originatots v
tion, insertion, or replay of Falsification by Forwardefs v/

routing update messages.
In MANET, attacks from  Table 2. Routing Threatsx - no; ¢ - partially; v - fully;
network links are less in-

teresting due to the broadcast nature of wireless netwétrleppears difficult, if not
impossible, for an attack to modify or delete a messagk i .e., to stop the neighbors
of m’s originator from receiving untamperead. However, insertion and replay are still
possible. For simplicity, we model a compromised netwark is an adversary node. A
misbehaving node could be arsider(i.e., a compromised node with legitimate cryp-
tographic credentials), or autsider(i.e., a node brought to the network by an attacker
without any legitimate cryptographic credentials).

4.3 Generic Threats

Barbir, Murphy and Yang [2] identified a number of genericetiits to routing proto-
cols, includingDeliberate Exposure, Sniffing, Traffic Analysis, Intenfexe Overload,
Spoofing, Falsification, Byzantine Failur€&gable 2). We consider falsification as one of
the most serious threats to DSDV due to the fact that each Inaithés its own routing
table based on other nodes’ routing tables. This impliesatsingle misbehaving node
may be able to compromise the whole network by spreadingialgouting updates.
Our proposed S-DSDV can defeat this serious threat by auntaa misbehaving node
(i.e., by detecting and stopping misinformation from fertkpreading).



5 S-DSDV

In this section, we present the details of S-DSDV, which aawvent any distance fraud,
including longer, same, or shorter, provided that therenarevo nodes in collusion.

Cryptographic Assumptions. As any other secure routing protocol, S-DSDV re-
quires cryptographic mechanisms for entity and messadeatitation. Any security
mechanisms providing such security services can meet quiremnents, e.g., pair-wise
shared secret keys, public key infrastructure (PKI), elttsT S-DSDV has similar cryp-
tographic assumptions as SEAD ($2) and S-AODV (requiring PKI). For conve-
nience, we assume that every nodgd V') shares with every other node;(c V,i #

j) a different pair-wised secret key;(). Combined with message authentication algo-
rithms (e.g., MD5), pair-wise shared keys provide entitg amessage authentication.
Thus, all messages in S-DSDV are cryptographically pretedtor example, wheh
sends a message to j, i also sends tg the Message Authentication Code (MAC) of
m generated using;;.

Notation. We user, (w) = (w, seq(u, w), cst(u, w), nhp(u,w)) to denote a route
from u to w, whereseq(u, w), cst(u, w), andnhp(u,w) denote the sequence num-
ber, the cost, and the next hopf(w) respectively. Without ambiguity, we also use
(w, seq, cst), (w, seq, cst, nhp), or (w, seq,,, cst,,, nhp,) to denoter, (w).

5.1 Route Classification

We classify route?,, = {r,} advertised by node into two categories: 1) thoseis
authoritative of 24"); 2) thoseu is unauthoritative of R?2%t). R,, = Rauth Uy Rnaut,

Definition 1 (Authoritative Routes). Letr,, = (w, seq, cst). r, € R if 1) w = u
andcst = 0; or 2) cst = oc.

It is obvious that: is authoritative of-,, if r,, is a route foru itself with a distance
of zero. We also say that is authoritative of-, if r, is an unreachable route. This is
because: has the authority to assert the unavailability of a routenfioto any other
nodew even there factually exists such a path betweemdw. This is equivalent to
the case that implements a local route selection policy which filters oaffic to and
fromw. We believe that a routing protocol should provide such figixy for improving
security sinceu may have its own reasons to distrustBGP [14] is a good example
which allows for local routing policies. However, this fae¢ should not be considered
the same as malicious packet dropping [11,9]. In the latseca node promises to
forward packets to another node (i.e., announcing reaehabites to that node) but
fails to do so.

Definition 2 (Non-Authoritative Routes). Letr,, = (w, seq, cst). r, € Rt if w #
uwand0 < cst < co.

If v advertises a reachable routefor another nodev, we say that: is not author-
itative of r,, sinceu must learnr,, from another node, i.e., the next hop framto w
along the route:,, .



5.2 Route Validation

When a node receives a route, from u, v validatesr,, based on the following rules.

Rule 1 (Validating Authoritative Routes). If « is authoritative of-,,, a recipient node
v validates the message authentication code (MAG),off it succeedsy accepts-,.
Otherwisep dropsr,,.

Sinceu is authoritative of-,,, v only needs to verify the data integrity of, which
includes data origin authentication [12]. If it succeedsacceptsr, since it in fact
originates fromu and has not been tampered with. Otherwisgjs ignored since it
might have originated from a node impersonatingr have been tampered with.

Rule 2 (Validating Non-Authoritative Routes). If u is unauthoritative of-,, a recip-
ient nodev validates the data integrity of,. If it succeedsy additionally validates the
consistency (defined by Definition 3):qf. If it succeedsy acceptsr,,. Otherwisep
dropsr,,.

Sinceu is unauthoritative of-,, v should not accept, right away even if the vali-
dation of data integrity succeeds. Insteagdhould check the consistency with the node
whichr, is learned from. Ideally, should consult with the authority af, if it exists.
Such authority should have perfect knowledge of networlolagy and connectivity
(i.e., it knows the every route and its associated cost freemyenode to every other
node in a network). Such authority may exist for a small stagtwork. However, it
does not exist in a dynamic wireless ad hoc network whereswdsg move frequently.
Thus, we propose thatshould consult with the node whiaty is learned from, which
should have partial authority ef,. This method is analogous to the way human beings
acquire their trust by corroborating information from nipik sources.

Definition 3 (Consistency Given a networkGd = (V, E), letu,v,w € V and link
e(u,v) € E. Letr,(w) = (w, seq(u, w), cst(u, w)) is directly computed from, (w) =
(w, seq(v,w), cst(v,w)). We say that,,(w) andr, (w) areconsistentf 1) seq(u, w) =
seq(v,w); and 2)est(u, w) = est(v, w) + cst(u,v).

From the definition, we know that, andr, are consistent if-, is directly com-
puted fromr, following DSDV specifications: 1) the sequence number sthowlt be
changed; 2) the cost metric of, should be the sum of the cost metricsqf and
e(u,v). To complete a consistency check, a node needs to talk thh@nobde in 2-
hop away. Thus, we require that the next hop of a route shoelddvertised along
with that route. For example, if learns a route, (w) from v, u should advertise
ru(w) = (w, seq(u, w), cst(u, w), nhp(u, w)), wherenhp(u,w) = v. To check the
consistency of-,(w), a nodex sends a route request tg asking forv’s route en-
try for w, which isr,(w) = (w, seq(v, w), cst(v, w), nhp(v,w)). In addition,z also
asksv's route entry foru, which isr, (u) = (u, seq(v,u), est(v, u), nhp(u,v)). As-
sumingest(v, u) = cst(u,v), cst(v,u) allowsz to check the consistency oft(u, w)
and cst(v, w). nhp(v,u) allows z to check ifu is directly connected with, i.e., if
nhp(v,u) = u.



5.3 Protocol Summary
The following is a summary of how S-DSDV works:

1. Yu,w € V, uadvertises,, = (w, seq, cst, nhp) for w. Noter,, is MAC-protected.

2. Upon receiving-, from u, x € V validates the MAC of the message carrying
If it fails, r,. is dropped. Otherwise; further determines if; is authoritative of-,,
(Definition 1). If yes,x accepts-,. Otherwise,: checks the consistency of with
the next hop#{hp) (see Step 3). If it succeeds, is accepted. Otherwise, dropped.

3. Letv = nhp. z sends a route requestiq(likely via u), askingr, (w) andr, (u).
v should send back a route response-gfw) andr,(u). Upon receiving them,
x can perform consistency check af(w) andr,(w) according to Definition 3.
Note v may modify 2’s route request and/ar's route response. However, such
misbehavior will not go unnoticed since all message are My@tected.

6 Security Analysis of S-DSDV

In this section, we analyze security properties of S-DSD\é. Mipe that our security
analysis methodology can lead to a common framework foryaivej and comparing
different securing routing proposals.

Theorem 1 (Data Integrity) In S-DSDV, data integrity is protected.

Proof Outline S-DSDV uses pair-wise shared keys with Message Authdittic@ode
(MAC) to protect integrity of routing updates. A routing Lggd message with a invalid
MAC can be detected.

RemarkData integrity can prevent unauthorized modification arseition of rout-
ing updates. However, it cannot prevent deletion or repltgcks. Thus it partially
counters the threat of interference [2].

Theorem 2 (Data Origin Authentication) In S-DSDV, data origin is authenticated.

Proof Outline S-DSDV uses pair-wise shared keys with Message Authdittic@ode
(MAC) to protect integrity of routing updates. Since eveodr shares a different key
with every other node, a correct MAC of a message also inglictitat the message is
originated from the only other party the recipient sharescaet key is with. Thus, data
origin is authenticated.

Remark Data origin authentication can prevent node impersonaiiece any node
without holding the key materials af cannot originate messages usings the source
without being detected. It can also thwart the threat offfaigion by originators [2].

Given a route update = (dst, seq, cst, nhp) in S-DSDV, the threat of falsification
by forwarders can be instantiated as follows: 1) falsifyimg destinatiomst, i.e., using
adst which is not authorized to be in the network; 2) falsifying tlequence number
seq; 3) falsifying the cost metriest; 4) falsifying the next hophp. The lemmas be-
lowWe show that S-DSDV can resist these threats.

During a consistency check, a malicious node might alsodrgreate the im-
pression that other nodes are providing incorrect infoimnaby: 1) providing false
route responses; 2) not responding to route requests; oot3prwarding route re-
quests/responses. Since these types of fraud (naiiselyption fraud will lead to con-
sistency check failures, correct route updates adverbyedell-behaved nodes may



be dropped. We view this as a good trade-off between seamityeffectiveness since
it might be desirable not to use a route involving a misbatgviode although we do
not know exactly which node is misbehaving. For the sakerpktity, we do not con-
sider disruption fraud in the following security analysisc® it will result in consistency
check failures and will thus be detected.

Lemma 1 (Destination Authentication) In S-DSDV, a route with a falsified destina-
tion will be detected.

Proof Outline Since S-DSDV assumes a pair-wised shared secret keys, avetkat
Yu,v € V andu # v, u shares a secret key with If a destination nodex) in r
is falsified or illegitimate, theivu € V, u does not share a secret with Thus,z is
detected as an illegitimate node.

Lemma 2 (Sequence Number Authentication)in S-DSDV, an advertised routevith
a falsified sequence number will be detected provided tisesie inost one bad node in
the network.

Proof Outline Letb the bad node in the network, advertising= (z, seqy, csty, nhp)
to all of its direct neighborsv(b), wheresegq is falsified (i.e., it is different from the
valueb learns fromnhp). Since there is at most one bad nodeif the networkyu €
V,u # b, u is a good node. Obviously, every &6 direct neighbors is good, including
nhp. Thus,Yv € N(b),v # nhp, v will check the consistency afeq with nhp. Since
nhp is agood node, it will provide a correct sequence numberhuhitt be inconsistent
with seqy, if seq, is faked. Therefore, the statement is proved.

Lemma 3 (Cost Metric Authentication) In S-DSDV, an advertised routewith a fal-
sified cost metric will be detected if there is at most one ldknn the network.

Proof Outline Since a good node can uncover misinformation from a bad hyde
cross checking its consistency with a good node, a falsifiest metric always causes
inconsistency, thus will be detected (see proof for Lemma 2)

Lemma 4 (Next Hop Authentication) In S-DSDV, an advertised routewith a falsi-
fied next hop will be detected if there is at most one bad noteinetwork.

Proof Outline Letb the bad node in the network, which advertigses (x, seq, cst, nhp).
We saynhp is falsified if: 1)nhp ¢ V; or 2)nhp ¢ N(b); or 3)nhp € N(b) butr

is not learned fromuhp. If nhp ¢ V, it will be detected since a legitimate node does
not share a secret key withhp. If nhp ¢ N(b), nhp will report a noden # b as its
next hop tab. If r is not learned fromhp, nhp will report a route tar with a distance
inconsistent withcst. Therefore, Lemma 4 is proved.

Theorem 3 (Routing Update Authentication) In S-DSDV, a routing update with fal-
sified information will be detected provided there is at nuos bad node in a network.

Proof Outline A routing updater consists of a number of routeg (Based on Lemmas
1, 2, 3, and 4, we knowr € R, any falsified information in any of the four fields in
will be detected if there is at most one bad node in the netwbnkrefore, it follows
that falsified information in any part d? will be detected.



Definition 4 (Collusion) Let = be the node advertising a routg, y be the next hop
node ofr,, andr, be the route provided byduring a consistency checkof. Letr, <
r, denoter, andr, are consistent, and, < r, denoter, andr, are inconsistentz
andy are incollusionif y intentionally provides a falsified, such thatr, < r,.

Theorem 4 (Authentication in Presence of Multiple Bad Nodes Let N be a network
with maximum diametetk,,,. Let s,,, be the maximum sequence numbers in S-DSDV.
SupposeV has multiple bad nodes, no two of which are in collusion. $8ppan at-
tacker chooses a false sequence number and a false disareoute in the windows
ws, wy respectively. Then, S-DSDV will detect any falsified ronit® iouting update at
least with probabilityl —

Ws-Wg

Proof Outline Letx be the router advertising a routg. Lety be the next hop router of
rz, andr, be the route provided by during a consistency check fox. If only x ory

is bad, then a falsified route always causes inconsisterttytivé correct one. Thus, it
is always detected. If both andy are bad and they are not in collusion, the probability
that a falsified route is not detected is equal to the proltatiiat v, < r,, which
requires thateq, = seq, andcst, = cst, + cst(x,y). If seq,, seq, are randomly
chosen from windovrws, andcst,, cst,, are randomly chosen from window,, then
p(ry & 1y) = T, Thus,p(rm & Ty) =1- andw, = k.
p(ry & ry) =1—
number which d|ffers from a correct one by no more than angetde amount (e.g.,
+%=, w, < k) to avoid detection.

7 Efficiency Analysis

We analyze routing overhead caused by S-DSDV (S-DSDV oweth@nd compare it
with those caused by DSDV, SEAD, and superSEAD.

7.1 Analysis Methodology

We adopt a method of using both analysis and simulation forparing routing over-
head. Analysis has the advantage that it is easy for othersrify our results. Simu-
lation has the advantage of dealing with the implicationsamidom events which are
difficult to obtain by analysis.

To analyze routing overhead, we need to obtain the total enwfrouting updates
generated by all nodes in a network during a time perio@l.dh DSDV, there are two
types of routing updates: 1) periodic routing updates; grid@gered routing updates.
In theory, the total number of periodic routing updat&s) can be calculated. How-
ever, the total number of triggered updat&g,§ cannot be easily calculated since they
are related to random events, i.e., broken links caused tg n@mvement. In the ab-
sence of an analytic method for computing the number of brdiké&s resulting from a
node mobility pattern, we use simulation to obt&ig. We also use simulation to obtain
Uyq since it is affected by, in the DSDV implementation in NS-2 [4]. For simplicity,
we use the following assumptions and notations:

1. DSDV, SEAD, and S-DSDV run over UDP and IP. A routing updatessage in-
cluding IP and UDP headers larger than 1500 bytes is splitimiltiple messages.



N

. Each triggered routing update consists of a single emryafroute involved in
the triggering event. If there are multiple routes affedvgdthat event, multiple
triggered routing updates are generated.

3. ADSDV route entry consists of a destination (4-byte),quemce number (4-byte),

and a cost metric (2-byte). ThuBgs4,-+ = 10 bytes.

4. A SEAD route entry consists of a DSDV route entry plus a fadfléength Ly, 55
for holding an authentication value. In this paper, we agstim,., = 80 bits (10
bytes). ThusLscqq.-+ = 20 bytes.

5. AsuperSEAD route entry consists of a DSDV route entry f#ud) fields of length
Lyasn for authentication values, wheke= lg(n) (lg = log2). In this paperk =
lg(64) = 6. Thus,Lgscadrt = Ldsdvrt + (k} + 1) X Lpash = 80 bytes.

6. An S-DSDV route entry consists of a DSDV route entry pluslkayte length field
holding the identity of a next hop node. Thusgsqv_t = Lasdvrt +4 = 14 bytes.

7. An S-DSDV consistency check involves a route request am$ponse message;

each message has an S-DSDV route entry (plus IP and UDP sgaatet traverses

two hops. Thus, routing overhead generated per consisttenk iSO qsdv_pee =

(Lsdsdu_rt + Lip_hdr + Ludp_hdr) x 4 =168 byteS.

Notation Description Value
Ludp.nar length of a UDP header 8 bytes
Lip_ har length of an IP header 20 bytes

Lhash length of a hash from a hash function 10 bytes
Lasdvrt length of a DSDV route entry 10 bytes
Lsead.rt length of a SEAD route entry 20 bytes
Lsscad.rt length of a SuperSEAD route entry 80 bytes
Lsdsdvrt length of an S-DSDV route entry 14 bytes

Odsdvppu DSDV overhead per periodic routing update | 528 bytes
Odsdv_ptu DSDV overhead per triggered routing update| 38 bytes
Osead_ppu SEAD overhead per periodic routing update {1028 byte
Oscad_ptu SEAD overhead per triggered routing update| 48 bytes
Osseadppu| SUPErSEAD overhead per periodic routing updgeé612 byte
Ossecadptu| SUPErSEAD overhead per triggered routing updat&18 byte
Osdsdv_ppu S-DSDV overhead per periodic routing update 728 byte
Osdasivptu| S-DSDV overhead per triggered routing update 42 byteg

—A—r— oo

Osdsdv_pee S-DSDV overhead per consistency check | 168 byte
Upa total number of periodic routing updates *
Uty total number of triggered routing updates *
Ute total number of S-DSDV consistency checks *
Upe |total number of S-DSDV periodic consistency checks *

Odsdv total DSDV overhead T
Osead total SEAD overhead T
Ossead total superSEAD overhead 1
Osdsdv.r total S-DSDV-R overhead 1
Osdsdv total S-DSDV overhead 1

Table 3. Notations for Efficiency Analysis«- obtained by simulationj; - dependent oa values)

We expected and observed that S-DSDV produces high netweaihead since it
checks the consistency of a route whenever it is updateefprence number, distance,



or the next hop. Since the sequence number changes pegistelarge number of
consistency checks are triggered. To reduce S-DSDV ovdrhasintroduce a variation
of S-DSDV, namely, S-DSDV-R. S-DSDV-R checks the consisyesf a route when
it is first installed in a routing table. A timer is set for thatute when a consistency
check is performed for that route. In our simulation, theetiimterval is the same as the
routing update interval. A new consistency check is onlyfqgrened for a route when
its consistency check timer expires. One security vulnétalof S-DSDV-R is that

a falsified route may be accepted during the interval of twas@iency checks. This
is similar to the risk window of SEAD and superSEAEB(4). We use the following
equations to calculate network overhead of each protocol:

Odsdv = Odsdv_ppu - Upd + Odsdv_ptu - Utg (1)
Osead =Osead_ppu - Upd + Osead_ptu - Utg (2)
Ossead =Ossead_ppu - Upd + Ossead_ptu - Utg 3
Osdsdvr =0sdsdvppu - Upd + Osdsdvptu - Utg + Osdsdopee - Upe 4)
Osdsdv =Osdsdvppu - Upd + Osdsdv_ptu * Utg + Osdsdvpee - Ute (5)
7.2 Simulation Results 120 N R
We use simulation to obtain 100 & e ——

\ S-DSDV-R (with a risk window) ------

Upd, Uig, Upe, andUy.. We sim- . SUperSEAD o

verhead (1076 bytes)
@
o
S

ulate a network withn = 50 S-DSDV —-m-— |

mobile nodes for T = 900 sec- 60 1
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time of 900 seconds represents a

static network. Simulation re‘SunsFig.Z. S-DSDV-R offers better security than super-

are illustrated by Figure 2. WeSEAD with less network overhead, but bears a similar
observed that S-DSDV produce§isk window of SuperSEAD

higher network overhead than su-

perSEAD due to significant number of consistency checks;hwve view as the price
paid for improved security. S-DSDV-R significantly redudes network overhead, of-
fers better security than superSEAD, albeit has a simitkrwiindow of superSEAD.
However, S-DSDV-R risk window can be managed by adjustieg#iue of the consis-
tency check timer. Overall, we think S-DSDV-R provides aiiddde balance between
security and efficiency.

8 Concluding Remarks

We propose the use of consistency checks for validating D&DYing updates by out-
of-band mechanisms (i.e., by route requests and respomsdsnd mechanisms (i.e.,
included within a routing update) are also possible, buththigvolve generation and
verification of digital signatures. Thus, it increases catafional overhead and will be
subject to denial of service attacks. We plan to apply theesat®as to secure other
routing protocols.
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